KoHTponnep Omada 5.0.30 gna Windows

Ecnu BbI nnaHupyeTte 06HOBUTLCA A0 3TOM BEpPCUMU KOHTponnepa ¢ Bepcum 3.2.14 n Huxe,
O3HaKOMbTeCb C PyKOBOACTBOM MO OGHOBIIEHUIO KOHTponnepa Omada.

NMoapnepxuBaemMble YCTPOMCTBA U NMPOLUMBKU
Touku poctyna EAP

EAP110_V4 3.20.0 Build 20200525 Rel.36899 u BbiLe

EAP115_V4 3.20.0 Build 20200525 Rel.36931 u BbiLe

EAP225 V3 2.20.0 Build 20200422 Rel.70513 v Bbiwe

EAP245 V3 2.20.0 Build 20200423 Rel.36779 v Bbiwe
EAP115-Wall_V1 1.20.0 Build 20200509 Rel.63986 v Bbiwe
EAP225-Wall_V2 1.20.0 Build 20200422 Rel.70504 v BbiLe
EAP110-Outdoor_V3 3.20.0 Build 20200511 Rel.33388 u BbiLwe
EAP225-Outdoor_V1 1.20.0 Build 20200422 Rel.70543 v Bbliwe
EAP660 HD, EAP620 HD, EAP615-Wall, EAP610, EAP610-Outdoor,

EAP265 HD, EAP230-Wall, EAP235-Wall

KommyTaTopbl
TL-SG3452P, TL-SG3452, TL-SG3428XMP, TL-SG3428MP, TL-SG3428,
TL-SG3428X, TL-SG3210XHP-M2, TL-SG3210 V3, TL-SX3206HPP,
TL-SX3016F, TL-SX3008F, TL-SG2428P, TL-SL2428P V4.2, TL-SG2210MP,

TL-SG2210P V3.2, TL-SG2218, TL-SG2008P, TL-SG2008 V3 u BblLLe
LLno3bl

ER605 (TL-R605), ER7206 (TL-ER7206)

HoBble hyHKUMU U (MNK) ynydlieHus
1. MNopT aganTtauun nNo ymonyaHuio nameHéH Ha nopt TCP 29814 (cm. FAQ 32695).

2. [lob6aBneHa BO3MOXXHOCTb M3MEHEHUS NOPTOB NO ymonyaHuio (29810-29814) B banne Omada
Properties, Haxogswemcs B katanore Omada Controller > Properties. 910 no3sonseT ynpasnsiTb
pasHbIMU YCTPOMCTBAMU C HECKOSbKMUX KOHTPONepoB 3a ogHuUM poytepom NAT.

3. lobaeneHa aByxaTanHas ayteHTudukaumus (2FA) ana obnayHoro goctyna, npunoxenuna Omada
(Bepcun 4.0.X 1 BbiLE) 1 SIOKanNbHOro BXxoga B Beb-uHTEpdenc.


https://www.tp-link.com/ru/omada-sdn/controller-upgrade/
https://www.tp-link.com/ru/support/faq/3265/

4. lo6aesneHa nogaepxka OpendDK 8 n Bbiwe ana Windows.

5. B pasgen Services gobasneHa BO3MOXHOCTb pe3epBupoBaHna agpecos DHCP, no3sonstowas
co3gaBaTb NpeaBapuTenbHY KoHdurypaumo n pesepsupoBaTb IP-agpeca 3a npegenamm
ananasona DHCP.

6. [Ins nopTtana gobaeneHa nogaepkka KOPENCKOro, TancKoro 1 BbETHaMCKOro S3bIKOB.
7. B noptan xotcnoT gob6asneH Tmun aytTeHTUunKauum gopmeil.

8. YoaneHa nogaeprkka HebesonacHbix ctangaptTos wudposanns WEP n WPA/TKIP. Ecnn oo
o6HoBneHns B kaknx-to Wi-Fi ceTax ncnonb3oBanmcb 3T1 CTaH4apTbl, NOCnie 06GHOBNEHNSA 3TN CETU
OyayT yaaneHsol.

9. NopabotaH API ansa BHewHero nopTana (cMm. FAQ 3231).
10. OnTuMM3npoBaHa CTPYKTypa YY4ETHbIX 3anncen 1 npaBa y4ETHbIX 3anucen pasHbIX YPOBHEN.

11. Jo6aBneHa BO3MOXHOCTb UCMOMb30BaHWUSI MHOXECTBA S3bIKOB AN MMEHOBAHUS KOHTPOMEPOB,
YCTPOWNCTB W KITUEHTOB.

12. OnTuMmM3anpoBaH HavanbHbI MHTEPdenc kKoHTponnepa Ha Windows.
13. B «BbIicTpyto HacTponky» gobasneHa npeaBaputTenibHaa KOHpUrypauma MHTepHeTa.

14. [lo6aBneHa BO3MOXHOCTb COXPaHEHWSI A4OMOMHUTENbHbIX NapamMeTpoB NMpu OTKNHOYEHUM U
3ameHe wnto3oB Omada (napameTpbl nogkntodeHna VPN, npobpoca noptoB 1 apyrue).

15. [lobaBneHa BO3MOXHOCTb COXpaHEHUSA CO34aHHbIX NOMNb30oBaTENeM UMEH KITMEHTOB.
16. OnTummanposaHa pyHkums SSID Override n go6aBneHa BO3MOXHOCTb OTKIto4eHus SSID.
17. OnTuMM3npoBaH npouecc obHoBNeHNA Todek goctyna EAP, nogaepxwusatowwmnx PoE Out.

18. OnTuMM3npoBaHbl Ha3BaHWA (hannoB aKcnopTa ANa pe3epBHOro KonnposaHna (Backup) u
akcnopTa gaHHbix (Export Data).

19. MakcumanbHoe 4ncno orpaHnveHHblx IP-agpecos (Limited IP Addresses) onsa npobpoca noptos
N3MEHEHO Ha 24.

20. A\3MeHeHbl HEKOTOpPble TEKCTOBbLIE MOACKA3KN.

UcnpaBneHHble OLLUOKHK

1. Bubnunoteka Log4j obHoBrneHa go sepcum 2.16.0, 4TO NO3BONUIIO YCTpaHUTb ysa3sumoctn CVE-
2021-44228 n CVE-2021-45046.

2. NcnpaBneHa owmnbka, n3-3a KoTopon nocne obHoeneHnsa koHTponnepa Omada ao Bepcum 5.0.15
Tou4kM gocTtyna EAP 3aumknmBanucb Ha cTagmm agantaumm U KOHUrypupoBaHms.

3. VicnpaBneHa owmnbka, n3-3a KOTopon nocne obHoBneHns koHTponnepa Omada go sBepcumn 5.0.15
He oToOpaxanuck knneHTbl B pasgenax Clients u Insights.

4. NcnpaBneHa ownbka, n3-3a KOTOPON A3bIK NopTasna aBTopm3aunm no ymonyaHuio obin He
AHIMIUNCKUM.

5. NcnpaBneHa owmnbka, n3-3a KOTOpon npu oTknoyeHmmn w3a Omada oT KOHTponnepa nucyesana
CTaTUCTMKA TECTOB CKOPOCTMU.

6. cnpasneHo HecBoeBpeMEHHOE OOHOBEHNE COCTOAHUSA noakntoveHns VPN.


https://www.tp-link.com/ru/support/faq/3231/

7. VicnpaBneHa owmnbka, n3-3a Kotopon B push-yBegomnenunax npunoxeHna Omada Ha yCcTponcTBax
iOS BMecTo UMEH ycTponcTts oTobpaxanuck nx MAC-agpeca.

8. CHaTo orpaHun4yeHune Ha aJlinHy JOMEeHHbIX UMEH BEPXHEro ypoBHA.

9. NcnpaeneHa owmnbka, n3-3a KOTOpon BbINO HEBO3MOXHO BBOAUTL |IP-agpeca ¢ hpaHuy3ckon
packnagku.

10. cnpasneHa ownbka, n3-3a KoToporn Bbifio HEBO3MOXHO KOPPEKTHO M3MEHSATL NPOMYCKHYH
cnocobHocTb knmeHToB Yepe3 aTpubytT WISPr-Bandwidth cepsepa RADIUS.

11. cnpaeneHa owunbka, n3-3a KoTopor 3abnoKMpPOBaHHbIE KITUEHTbLI MOTTI MO-NPEXHEMY
oToOpaxaTbCs B CMMCKE KNMEHTOB Kak NpoLUeaLIne aBTopmusaumio.

12. cnpasneHa ownbka, n3-3a KOTOPOW KOHTPOMNep Bbigasan ownbKy Nnpu NnepBoM OTKIHOYEHNN
npodunnsa orpaHNYeHnst CKOPOCTMW.

13. VcnpaeneHa ownbka, n3-3a KOTOPOKW B HEKOTOPLIX criydasix y yctponcte Omada yacto
Habnogancsa ctatyc Provision.

14. VcnpaeneHa ownbka, n3-3a KOTOPOK 3arpy>KeHHble Yyepe3 06nako poHOBOE n3obpaxkeHune u
norotun He oTobpakanuck B pasgene npeanpocMoTpa.

15. VcnpasneHa ownbka, n3-3a KOTOPOKW KOHTPOMNep Bbigasan owmnbKy, 1 Morna nponactb y4éTHas
3anuncb NnokanbHOro agMuUHUCTpaTopa Nocre BOCCTAHOBNEHUS PE3EPBHOM KONUK Y 06naYHbIX
nonb3oBaTenen, He NPUHSBLLNX NPUrnaLleHne.

16. VcnpasneHa ownbka, n3-3a KOTOPor y4ETHaAA 3anncb YpoBHSA Viewer Morna nc4esHyTb nocne
TOro, Kak nonb3oBaTternb ypoBHs Administrator cosgan Takyto Y4ETHYIO 3anucCb, a 3aTeM BbIMOMHUI
pe3epBHOE KOMMpOBaHUE N BOCCTAHOBMNEHNE HACTPOEK.

17. cnpasneHa ownbka, 13-3a KOTOPOM B HEKOTOPLIX CIiyvasix W3 npedbiBan B COCTOSHUU
Heartbeat Missed.

18. VcnpasneHa ownbka, n3-3a KOTOPOKM B Cry4yae MMnopTa KaCTOMU3MPOBAHHOW CTPaHULbI B
dopmarte ZIP, npu nonbITKke AOCTyNa K CTaTU4EeCKMM pecypcam Gpaysep Bbigasan owmnbdky «400 Bad
Requesty.

19. VcnpasneHa ownbka, ns3-3a KoTopon PyHKUUA yMHOro poymuHra (Al Roaming) morna npusoauTb
K Henonaakam npu agantaumm (B kKoHTponnepe sepcun 5.0.29).

20. NcnpaBneHa owmnbka, n3-3a KOTOPON 13-3a OTKITIOYEHHOIO BXO4a Ha nopTan KoHTponnep 6bino
HEeBO3MOXHO 0BHOBUTL (B KOHTponnepe sepcun 5.0.29).

21. VicnpaBneHa ownbka, n3-3a KOTOPOW Npu HanNM4Ynmn sanmcen CtTaTU4ecKkon MmapLupyTmsaumm
KOHTpOnnep nHoraa Bbligasan ownbKy npy agantaumm LWio3a nocne BbINofIHEHNSs OOHOBEHUS C
Bepcum 4 (B KoHTpornepe Bepcum 5.0.29).

22. VicnpaBneHa ownbka, n3-3a KOTOpOW Nocne nepeMMmeHoBaHns KNnMeHTa L3 MOr HEHaZAomMro
OTKIYMTLCS (B KOHTponnepe Bepcumn 5.0.29).

23. NcnpaBneHa owmnbka, n3-3a KOTOpon ObiNo HEBO3MOXHO COXPaHUTb HACTPOMKK NPU CO30aHMMN
3anmcert DNS/NO-IP DNS ¢ ogHumM 1 TeM ke MeHeM nonb3oBaTens.



NMpnmeyaHus

1. KoHnTponnep Omada SDN nossonsieT HacTpamBaTtb 1 ynNpasnsaTb NULb onpeaenéHHbIMU
YyCTPOMCTBaMM C COOTBETCTBYHOLLEN NPOLIMBKON. YOeanTech, YTo BaLle YCTPOUCTBO COBMECTMMO C
KoHTponnepom Omada SDN.

2. [Nepen ycTaHOBKOW 3TOW BEPCUMN KOHTPOSINepa 03HAaKOMbTECh C PYKOBOACTBOM NO OOHOBAEHMIO
KoHTposnnepa Omada.

3. lNocne ycTtaHOBKM aTOM Bepcum KoHTponnepa Omada BepHyTbCs k Bepcun 3.2.14 nnn 6onee
paHHen Bepcun 6yget HEBO3MOXHO.

4. OTa Bepcust KOHTposnepa coBMectTuma ¢ npunoxeHmnem Omada Bepcun 4.0.X unu Bbllle.


https://www.tp-link.com/ru/omada-sdn/controller-upgrade/#content-1
https://www.tp-link.com/ru/omada-sdn/controller-upgrade/#content-1

